The need to create ri gorous Parent Coltonor Studen Privacy
protections for the use of Al in
schools

Presentation to CB12 Youth & Education Committee
Leonie Haimson, Class Size Matters
Co-chair, Parent Coalition for Student Privacy
Jan. 8, 2026



What is happening with Al in schools?

* Use of Al programs has been rapidly expanding throughout the nation and
in NYC public schools

» 33 states and Puerto Rico as well as many large districts, have released
official guidance or guardrails on the use of Al in schools

* But neither NY State nor NYC have yet developed any such guidelines or
guardrails;

* In June 2025, then-Chancellor Melissa Aviles-Ramos appointed an Al
Working Group to help propose such guardrails


https://gothamist.com/news/nyc-teachers-seeing-spike-in-students-cheating-anxiously-await-ai-policy
https://www.aiforeducation.io/ai-resources/state-ai-guidance
https://www.aiforeducation.io/ai-resources/state-ai-guidance
https://www.aiforeducation.io/ai-resources/state-ai-guidance
https://gothamist.com/news/nyc-teachers-seeing-spike-in-students-cheating-anxiously-await-ai-policy

What happened with this Al Working Group ?

- Al Working Group was sidelined, met only a handful of times and our
efforts severely hampered because DOE stonewalled our requests for
iInformation.

- They refused to give us a current list of Al products used in schools
along with their privacy policies, claiming they had non-disclosure
agreements with these companies.

- Also, they refused to give us access to the Al trainings that they
claimed to have provided to more than 80,000 teachers and other
school staff


https://nycpublicschoolparents.blogspot.com/2025/10/good-news-ai-contracts-did-not-get.html?link_id=0&can_id=e162a5e988b2cf9c89a105c454340eee&source=email-good-news-ai-contracts-rejected-by-the-pep-last-night&email_referrer=&email_subject=good-news-ai-contracts-rejected-by-the-pep-last-night&&

Al use in schools threatens student privacy

- Al companies desperate to get their hands on high-quality data for product
improvement and have experienced already a shortage of high-quality data

DOE is currently encouraging principals and teachers to expand use of Al
programs, though many such programs data-mine to improve their products,, in
violation of the state student privacy law, Education Law 2D and its regulations;

One of the most commonly used products in schools is Chat GPT, even though
Open Al, the company that produces it, admits that their products have “the
potential to be used ...to identify private individuals when augmented with outside
data”

- Reportedly, many NYC teachers have been even using Al programs to write
Individualized Education Programs for students with disabilities, documents that
contain very sensitive personal information



https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data
https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data
https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data
https://www.nysenate.gov/legislation/laws/EDN/2-D
https://govt.westlaw.com/nycrr/Browse/Home/NewYork/UnofficialNewYorkCodesRulesandRegulations?guid=Iabe7a6a080db11eab44fadfbb631c4ee&originationContext=documenttoc&transitionType=Default&contextData=(sc.Default)&bhcp=1
https://cdn.openai.com/papers/gpt-4-system-card.pdf
https://www.chalkbeat.org/newyork/2024/10/18/nyc-teachers-experiment-with-artificial-intelligence-powered-tools/
https://www.chalkbeat.org/newyork/2024/10/18/nyc-teachers-experiment-with-artificial-intelligence-powered-tools/

Many Al products are currently used in NYC schools

- HMH sells several programs that use Al to NYC schools, including Writeable and
Amira.

- Amira collects student voices, considered sensitive biometric data, about
which NYSED says: “schools must consider the privacy implications thereof;
the impact on civil rights, if any; the effectiveness of the biometric tool; and
parental input.”

- HMH privacy statement on DOE website links to webpage which says that the
data may be used for “product improvement” in violation of Ed Law 2D regs.

- MagicSchool produces many Al products used in NYC schools, including one
that teachers can use to write student IEPS

- MagicSchool’s publicly-facing Privacy Policy says that it is up to each client to
check the privacy practices of its sub-processors, which include five different
Al companies, including OpenAl


https://www.nysed.gov/news/2023/state-education-department-issues-determination-biometric-identifying-technology-schools
https://www.hmhco.com/policy/prek-12-products-privacy-policy

Growing evidence that use of Al also has a

potential negative impact on learning

* While no research exists on long-term effects of Al, one recent study showed
that students who spent time using Chat GPT for math did significantly worse
on their exams

* The study concluded that using Al acted as a “crutch,” preventing students
from fully engaging with or understanding the material

* Another study showed "a significant negatlve correlation between frequent
Al tool usage in educational settings” and students’ critical thinking

* Many Al programs have been shown to offer false or misleading information,
known as “hallucinations”, with error rates of up to 79%

* Another recent study suggests that the use of Al undermines creativity and
encourages group thinking



https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4895486
https://www.mdpi.com/2075-4698/15/1/6
https://www.mdpi.com/2075-4698/15/1/6
https://www.nytimes.com/2025/05/05/technology/ai-hallucinations-chatgpt-google.html
https://knowledge.wharton.upenn.edu/article/does-ai-limit-our-creativity/
https://knowledge.wharton.upenn.edu/article/does-ai-limit-our-creativity/

Al encourages cheating and can feature

algorithmic biases

* Many teachers, including those in NYC worry that the increased use of Al by

students has led to more cheating and plagiarism, and over time could lead to the
loss of reading, math and writing skills;

* Experts including those at Open Al have pointed out that the algorithms used by

their products can “reinforce & reproduce specific biases & worldviews,
including harmful stereotypical & demeaning associations for certain

marginalized groups.

* One recent study found racial bias in an Al-generated behavior intervention

programs


https://gothamist.com/news/nyc-teachers-seeing-spike-in-students-cheating-anxiously-await-ai-policy
https://cdn.openai.com/papers/gpt-4-system-card.pdf
https://www.chalkbeat.org/2025/08/06/ai-teacher-assistants-promote-racial-bias-study-finds/
https://www.chalkbeat.org/2025/08/06/ai-teacher-assistants-promote-racial-bias-study-finds/

Risks to mental health, socialization, and the

environment

* Al and especially chatbots may pose significant risks to the
mental health and social development of children and teens, and
In some cases, has led to their committing suicide;

* Increased use of Al in schools also may undermine collaboration,
discussion, debate, and the human engagement and interaction
critical for a quality education

* Rapidly expanding use of Al nationwide has caused construction
of massive data centers, leading to surge in electricity prices,
water shortages, and rising carbon emissions, exacerbating the
climate crisis


https://www.scientificamerican.com/article/teen-ai-chatbot-usage-sparks-mental-health-and-regulation-concerns/

Growing concerns among parents, students &

teachers, privacy experts & environmentalists

* Opposition to the expanded use of Al without rigorous protections
has been growing nationwide and in NYC because of these issues

* These controversies led the Panel for Education Policy (PEP) to
reject several DOE contracts with Al companies, most recently in
October of 2025

* Yet so far, DOE has ignored these concerns, and has continued to
encourage schools to expand the use of Al without parental
knowledge, notification, or consent



How can CB12 help?

A new coalition of parent, privacy and climate organizations is calling
for a two-year moratorium on the use of Al in schools, so that
rigorous protections can be developed to prevent or minimize these
negative impacts

We are also askm%}the Mayor, Chancellor and an expanded Al
Working Group to hold publlc feedback sessions to hear concerns of
community, and how they should be addressed

We have a phttps://tinyurl.com/petitionAlmoratorium petition calling
for this which you can sign and circulate at

You can also pass our draft resolution, calling for the above
measures; similar resos have been passed by CEC4 and CEC 20,
with more to come



https://tinyurl.com/petitionAImoratorium

	Slide 1: The need to create rigorous protections for the use of AI in schools
	Slide 2: What is happening with AI in schools?
	Slide 3: What happened with this AI Working Group ?
	Slide 4: AI  use in schools threatens student privacy
	Slide 5: Many AI products are currently used in NYC schools
	Slide 6: Growing evidence that use of AI also has a potential negative impact on learning 
	Slide 7: AI encourages cheating and can feature algorithmic biases
	Slide 8: Risks to mental health, socialization, and the environment
	Slide 9: Growing concerns among parents, students & teachers, privacy experts & environmentalists
	Slide 10: How can CB12 help?

