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NYS Ed Law §2-d: fairly strong student privacy law

passed in 2014

Every school or DOE vendor with access to student personal info (PIQ must have contract showing
how data will be protected & this section of contract must be posted on district website

Pll must be encrypted at all times at high level of security

Vendor access to Pll must be minimized & data deleted when no longer needed to carry out
contracted services

Parents must be told how to access their children’s data & challenge it if inaccurate

Student Pll cannot be sold or used for marketing or commercial purposes --including to improve
products or create new ones

Parents can file complaints to the district and/or State if their children’s data has been improperly
disclosed & have complaints responded to within 60 days; also notified of breaches within 60 days

Vendors can be penalized financially if they do not comply with law &/or barred from future contracts

More complete list of parent rights under the law here.



https://classsizematters.org/wp-content/uploads/2025/10/model-PBOR-rev.-10.21.25.pdf

What’s the harm of breaches or disclosing

student Pll without restrictions?

« Student Pll is very valuable for identity theft as most minors do
not already have credit ratings

 Their data can also be used for racial profiling, deportation, and
other discriminatory actions

« Student Pll can be used by ad tech and social media companies
for marketing, bombarding them with ads, & even undermining
their mental health

* Negative info about a student can affect their future
opportunities, including jobs, college admission, medical
insurance, etc.

« Student data can also be used to threaten their safety, leading to
cyberbullying, sexual harassment, abuse, abduction



State Comptroller found DOE had inadequate breach

notification

e State Comptroller reported that 80% of DOE breach reports
lacked enough detail to tell if students and teachers were
informed within the legally required 60-day timeline.

* In more than half of incidents, NYC DOE blew past the legal
deadline to notify NYSED of the problem.

* And yet NYC DOE still is expanding use of ed tech and online
learning, including Al programs, with increased risk of breaches
and misuse of student data — without any necessary guardrails



https://www.nydailynews.com/2023/07/09/nyc-school-officials-were-warned-of-cybersecurity-flaws-weeks-before-attack-on-student-data/
https://www.nydailynews.com/2023/07/09/nyc-school-officials-were-warned-of-cybersecurity-flaws-weeks-before-attack-on-student-data/

Despite Ed Law 2-d, DOE’s expansive data sharing &

lax oversight has led to repeated breaches

As of Dec. 2024, DOE had agreements with at least 523 ed tech companies, 55
Related Service Providers, and 50 Research groups to allow them to access student
Pll, as they had privacy addendums on DOE site

Yet many other vendors w/access to student Pll have no posted privacy agreements-
including some that suffered breaches

Several of the DOE privacy agreements that ARE posted do NOT fully align with law

* Example: InJan. 2022, I[luminate breach exposed personal data of more than million current
and former NYC students, including dates of birth, ethnicity, academic records, special ed
and/or free lunch status --including thousands of former students.

* Their privacy agreement was never posted before the breach & when it was, it hinted that PII
was NOT always encrypted. Though security audits were offered, no indication that DOE ever
asked for them

May 2023, Movelt breach released PIl for 45,000 students, in addition to DOE staff and
related service providers — with no privacy addendum or contract ever posted.


https://www.schools.nyc.gov/about-us/policies/data-privacy-and-security-policies/supplemental-information-for-parents-about-doe-agreements-with-outside-entities

Breach of PowerSchool program

* Jan. 9, 2025, PowerSchool announced that Student Info System had been hacked,
exposing student Pll from many districts and schools nationwide,

* Among data released, depending on school and district, were student names,
contact info, date of birth, grades, test scores, special education status, mental
health details, disciplinary notes, parental restraining orders and more —as well as
teacher Pll in some districts.

* DOE officials initially told reporters that no NYC schools were affected; but then
informed state that at least 4 schools with 3,000 students had data breached.

* Schools only alerted parents of students had their data breached April 1 —-April 5,
2025, after the legal deadline had passed

* Though PowerSchool was revealed not to employ basic security measures required
by law, DOE still allows schools to use 16 of their other, privacy invasive products.



DOE revisions to Chancellor’s privacy regs

®* Despite need for enhanced privacy protections, Chancellor’s regulation A-820 was revised
and weakened in May 2025

®* The revisions allow DOE & individual schools to disclose a range of sensitive student
information w/anyone they think will “help students”, including non-school vendors, by
calling this “Directory Information” with only parent opt out process to prevent this.

®* The only data specifically exempted from disclosure under these regs are student SSN,
test scores, disciplinary data, grades, attendance, demographic info & special education
and multilingual status

®* Among the personal data that can be disclosed are student names, emails, home
address, phone #s, photos, participation in honors programs, arts, theater, sports & more

®* We will tell you how to opt out of the disclosures that DOE has so far decided to make



Opting out of data disclosures to the US

Armed Forces and colleges

* For 11th and 12th grade students only: Deadline TODAY Oct. 22, 2025

* Parents should fill out the form here and immediately hand it in or email to your school.

* For forms in languages other than English the links to these forms are here.

* If your child is 18 or older, they must sign the form themselves.

* |[f you don’t opt out, the following data will be disclosed:

* Student’s name, address, telephone number, and DOE email address to military
recruiters

* Student’s name, address, and telephone number to institutions of higher education that
request this information

* Given Trump’s violation of privacy laws, this data in the hands of military could be used
in all sorts of risky ways.



https://infohub.nyced.org/docs/default-source/default-document-library/military-recruitment-opt-out-2025.pdf
https://infohub.nyced.org/docs/default-source/default-document-library/military-recruitment-opt-out-2025.pdf
https://infohub.nyced.org/in-our-schools/languageaccess/letters/military-opt-out-letters

Opting out of charter school disclosures

* For 3K- 11*" grade students: The deadline is October 31, 2025.

* Parents can opt out of their family’s personal information provided to charter schools for
recruiting purposes by filling out an online form here (which is only in English and is
wrongly called a survey).

* However, you must know your child’s OSIS number. Ask your school’s Parent
Coordinator or Secretary for that number if you do not know it already.

* Otherwise, the data disclosed to the charter schools via the Vanguard mailing
house will include student and parent names, mailing address, zip code, and grade
level

* |If you miss the deadline, DOE says you can opt out of disclosures that occur after March
by filling out the form by January 15.


https://www.surveygizmo.com/s3/5180260/Charter-School-Mailings-Removal-Notice-and-Form

Opting out of your family’s personal info

shared with Kids Rise Program

* For students in grades K-4th grades, or higher grades if parents have not previously opted
out

* Deadline: Neither the DOE nor the Kids Rise organization has yet provided a definite date
but only say it will be “within a 30-day period, which starts in November and ends in
December.”

* What data will be disclosed to the Kids Rise organization and their subcontractor
Vistashare if you don’t opt out

* Your child’s name, date of birth, home address & phone school name, current grade level,
transfer to other schools either inside or outside NYC public schools

* The language(s) your family speaks at home

* The full name of the parent/guardian, email address, cell phone and/or other phone
number

* More info here on this program and detailed instructions on how to opt out here.


https://studentprivacymatters.org/wp-content/uploads/2025/10/How-to-opt-out-of-Kids-Rise-Program-2025.pdf

Opting out of data disclosure to the

National Student Clearinghouse

* For 12th grade students only,

* The deadline currently listed is February 15, 2025(!). The new deadline is
likely February 15, 2026, but if you can fill out the form and hand it in to your
school as soon as possible

* The link to the form in English is here. Forms in other languages are linked to
here. They must be printed out, filled out, sighed and handed in at your
child’s school. If you child is 19 or older, they must sign the form
themselves.

* What data will otherwise be disclosed : Names and birth dates of
students who started ninth grade in 2024-2025 and those who attended HS
from 2002-2024


https://pwsblobprd.schools.nyc/prd-pws/docs/default-source/default-document-library/nsc-opt-out-letter-form-2024-25-english.pdf?sfvrsn=5f44898a_4
https://www.schools.nyc.gov/learning/student-journey/college-and-career-planning/national-student-clearinghouse-notice-and-opt-out-form
https://www.schools.nyc.gov/learning/student-journey/college-and-career-planning/national-student-clearinghouse-notice-and-opt-out-form

More info on opting out and what you

cannot opt out of

* We have a simple one-page Directory Info opt out form , based on one used
in Los Angeles Though DOE has refused to adopt a similar form, we are
encouraging parents to fill it out anyway and submit it to your schools.

* However, you should fill out the separate official forms to be sure.

* Aside from DOE central, your child’s school may decide to disclose Directory
info to various organizations/companies, and you should ask for a copy of that
opt out form ASAP if you haven’t gotten it already.

* Be aware, DOE allows parents to opt out from data disclosure only to
companies and organization that are NOT providing specific services to
schools.

* There are more than 500 vendors that receive access to personal student data
but that parents have no right to opt out of, under federal or state law.


https://studentprivacymatters.org/wp-content/uploads/2025/10/Unofficial-NYC-opt-out-form-of-directory-info-disclosure-2025.pdf
https://studentprivacymatters.org/wp-content/uploads/2025/10/Unofficial-NYC-opt-out-form-of-directory-info-disclosure-2025.pdf
https://studentprivacymatters.org/wp-content/uploads/2025/10/Unofficial-NYC-opt-out-form-of-directory-info-disclosure-2025.pdf
https://studentprivacymatters.org/wp-content/uploads/2025/10/Unofficial-NYC-opt-out-form-of-directory-info-disclosure-2025.pdf
https://studentprivacymatters.org/wp-content/uploads/2025/10/Unofficial-NYC-opt-out-form-of-directory-info-disclosure-2025.pdf

Questions to ask your schools about

their data practices

* Ask them for the names of all the ed tech products used by your children, their teachers,
and/or school administrators that can access your child’s personal information.

* Be sure to request names of all the products that DOE has told the school to use, as well as
those the school has chosen to use that collect or process your child’s personal student data
& which data they have access to.

* If they seem reluctant, remind them that NY Ed Law 2D, provides parents with the right to see
the data for their child collected by outside agencies, companies, organizations or other third
parties. Parents cannot do that unless they know the names of these programs or apps.

* Point out that the federal law COPPA requires parent consent for products that collect
personal information directly from children under 13. If so, why haven’t parents been asked
for consent?

* Ask for the privacy and security protections for each of these products, to show how the data
is secured, minimized and deleted when it is no longer necessary to provide the contracted
services.


https://www.nysenate.gov/legislation/laws/EDN/2-D
https://www.nysenate.gov/legislation/laws/EDN/2-D

Questions to ask your school about ed

tech products part lI

. Ask your school whether these products have undergone
security audits and/or privacy impact assessments, and if they
have, ask for a copy of these reports.

. If they haven’t undergone either security audits or privacy impact
assessments, ask them why not

. Ask them for any independent research that show the efficacy of
these products in terms of improving learning or other student
outcomes.

. If they don’t know any, ask why such a privacy-invasive product
should be used without that evidence.



Expansion of Gen Al further undermines student privacy

DOE encourages principals and teachers to expand use of edtech programs that involve Al
without guardrails, though most of these programs use personal info to improve their products
in violation of Ed Law 2D;

Chancellor’s recent State of School address also hyped use of Al and never mentioned privacy
concerns.

Open Al admits that “Chat GPT-4 has the potential to be used ...to identify private individuals
when augmented with outside data” and that its use could “reinforce & reproduce specific
biases & worldviews, including harmful stereotypical & demeaning associations for certain

marginalized groups .

Their official policy says no child under 13 should be using Chat GPT, and no student aged 13-17
without parent consent. Other Al programs have similar age-linked restrictions which are ignored
by many families and schools.

Yet Al companies predict a shortage of high-quality data in near futureare desperate to access
more and more data to improve their products and predict a shortage of high-quality data in near
future



https://cdn.openai.com/papers/gpt-4-system-card.pdf
https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data
https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data
https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data
https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data
https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data
https://epoch.ai/blog/will-we-run-out-of-data-limits-of-llm-scaling-based-on-human-generated-data

Al products currently used in schools

- HMH Writeable, Amira and EPS Learning among products that use Gen Al and NYC
schools are encouraged to use, though their privacy policies say data is will be used
for “Product improvement”

- Amira collects student voices, considered especially sensitive
biometric data

- NYSED says this about biometric data: “schools must consider the
privacy implications thereof; the impact on civil rights, if any;
the effectiveness of the biometric tool; and parental input.”

- ThinkCerca, in which students write with Al feedback which is then
graded with Al, is supposed to be used in all Districts 8, 10 & 11 high
schools.



Questions to ask your school about Al

* Be sure to ask which of the products used in your school employs Artificial Intelligence, and
what additional privacy protections these programs have, if any.

* Many Al programs are known to mine personal student data to improve their products, which
is illegal under Ed Law §2-d and/or its regulations.

* Ask them which specific Al program the product relies upon, often ChatGPT or Google Gemini

* Ifits ChatGPT, do they know that no student under 13 should use the program presumably
because of COPPA, and no student older than 13 without parent consent?

* If they say the program is not data-mining student personal info to improve the product, ask
them how do they know this to be true? Has anyone checked?

* Has the product been vetted for the presence of algorithmic bias? If not, why not? If so, can
you see a copy of that analysis?


https://govt.westlaw.com/nycrr/Browse/Home/NewYork/UnofficialNewYorkCodesRulesandRegulations?guid=Iabe7a6a080db11eab44fadfbb631c4ee&originationContext=documenttoc&transitionType=Default&contextData=(sc.Default)&bhcp=1

Use of Al may undermine development of

craft, cognition and critical thinking

* Learning how to write or do math takes time and effort & using Gen Al tools can
short-circuit that process, impairing skill development, comprehension,
retention and assimilation of subject matter

» Studies show "a significant negative correlation between frequent Al tool usage
and the loss of critical thinking abilities, through increased cognitive offloading”

* One study showed that Al technologies promotes dependence on technology
and triggers "metacognitive laziness®

* Yet another study found that the higher confidence in GenAl was associated
with less critical thinking,

* One study showed that students who spent time with Chat GPT chatbot tutors
did significantly worse on their exams



https://www.mdpi.com/2075-4698/15/1/6?ref=2ndbreakfast.audreywatters.com
https://www.mdpi.com/2075-4698/15/1/6?ref=2ndbreakfast.audreywatters.com
https://arxiv.org/abs/2412.09315?ref=2ndbreakfast.audreywatters.com
https://www.microsoft.com/en-us/research/publication/the-impact-of-generative-ai-on-critical-thinking-self-reported-reductions-in-cognitive-effort-and-confidence-effects-from-a-survey-of-knowledge-workers/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4895486
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4895486

Impact on Creativity

* Al absorbs huge amounts of data and collects what has been
produced and then spew out responses based on what has been
written or said before.

* What about new thoughts or theories, never before invented or
realized?

* Will Al create a feedback loop that merely reinforces pattern of
conventional thinking and further funnel humanity into conformity
with established norms and behavior?



Loss of human connection

* Research and experience shows that learning and engagement in classroom is
inherently a social endeavor and that students learn best from interacting with their
teachers and other students in real time

* Their motivation depends in large part from that in-person connection as showed
during remote instruction during the pandemic

* |Is a Gen Al chatbot able to recognize and respond appropriately with kindness and
empathy when a student is struggling or adapt appropriately to a range of issues,
whether cognitive or emotional?

* Recent study found that increased time a person interacts with Al chatbots leads to
loneliness, dependence, and lower rates of socialization;

* Several lawsuits filed after teenagers committed suicide after developing unhealthy
attachments to a chatbots.




March 2025 study - hallucination/error rates

of Gen Al products ranged from 15% to 60%

Al Hallucination Rates
(lower is better)
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https://research.aimultiple.com/ai-hallucination/

Gen Al negative impact on environment

* Gen Al programs use a huge amount of electricity to generate their
responses

* This is causing a surge in water consumption & greenhouse gas
emissions

* Increase will make it even more difficult for US to achieve US goals
of cutting emissions 61% below 2005 levels by 2035.

* All these negative impacts causing many NYC parents and teachers
to call for a 2-year moratorium on use of Al



Ask also about excessive computer use

and screen time

* Parents should also ask how many hours per day or per week your
child is spending on computers while in school.

* Now that there is a school cell phone ban, parents should also be
concerned about excessive screen time in schools

* Many studies show that learning via computerized programs or even
reading on screens is less effective than learning through classroom
debate and discussion, or reading, writing and doing math on paper.



College Board - a known violator of state privacy law

For years, College Board made more than $100 million annually selling
personal student data collected from students during testing in school
and when they sign up for accounts.

THE
This included student names, addresses, race/ethnicity, grades,

income and test score ranges, even though this sale violates student CO |_ L EG E

privacy law in NY since 2014
BOARD

Finally, in February 2024, NY Attorney General negotiated a consent |
agreement with College Board & they agreed to stop this practice and |
pay a fine of $750,000. |S SEI—LlNG

But parents have reported that their kids’ data is still being sold by YOU R DATA
College Board and/or used for targeted advertising — in violation of
Ed Law 2D.

If your child is in 11t or 12t grade and has signed up for a College
Board account, please email me at info@studentprivacymatters.org



Any questions?
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